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Technology and Privacy on the

21st-Century Campus

Technology provides seemingly limitless
possibilities in the 21st century, particu-
larly in college and university communi-
ties. The Internet supplies information

at an unmatchable pace: Books can be
purchased in less than a minute from a
dorm room or while in line at Starbucks;
students and professors can stay in contact
with their friends and family through so-
cial networks; anyone can learn something
new from a TED (Technology Entertain-
ment and Design) Talk on their mobile
phone while commuting to or across
campus; and the lost school mascot can be
located via a tracking microchip. However,
the increased access and efficiency that
information technology provides comes at
a cost to personal privacy.

The storage of personal information
is of significant concern as we become
increasingly reliant on ever-advancing
technologies. For example, geolocation
tracking services in mobile devices provide
an unprecedented means to monitor in-
dividuals’ movements. Although tracking
can ameliorate safety by providing better
information to first responders, it can also
aid stalkers and criminals in accessing
location and behavioral patterns. All three
branches of the federal government are
actively engaged in defining what infor-
mation is private in the digital age, how
private data should be protected, and how
private data can be distributed. As col-
leges and universities struggle to manage
student and employee data, each institu-
tion must vigilantly ensure that it collects
only appropriate data and that any data
collected are securely stored.
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Location Tracking and Biometric Devices on
Campus

The University of Illinois (UI) recently
signed an annual contract with Rave
Mobile Safety (RMS) to provide security
services for students, faculty, and staff.
Subscribers can opt to receive instant up-
dates on emergency situations on campus
through a variety of media including email,
text message, campus digital message
boards, and even social networking services
like Facebook and Twitter. RMS allows Ul
students to install an application on their
phone that opens a one-touch direct line to
the police.

The RMS contract also offers Ul a
Web-based application that ensures that
a student makes it from one building on
campus to another. With this application,
a student can start a timer online and esti-
mate how long it will take to walk to his or
her destination; if the timer expires without
the student canceling it, the police will be
notified and provided identifiable personal
information. But there is a catch: these ser-
vices require students to provide a mobile
number or Facebook account, and tracking
software must be installed on the student’s
mobile device. The RMS application raises
thorny questions: Who has access to the
personal information provided? Can Ul
disclose or publish this information with-
out student consent and, if so, to whom?
Will the information be used to identify or
track students without their knowledge?

Privacy concerns go well beyond cam-
pus security. New IT, wireless, and mobile
technologies enhance student learning,



facilitate administrative functions, protect
valuable lab equipment, and safeguard ac-
cess to dormitories, dining halls, and gyms.

Last fall, Northern Arizona University
(NAU) implemented a new attendance
radio frequency identification technology
(RFID) tracking system to be installed in
all classrooms accommodating 50 or more
students. Although NAU has embedded
RFID tags in student ID cards for several
years, the use of the technology for class-
room attendance is new. The system reads
student ID cards upon classroom entry and
generates attendance records for profes-
sors. There has been shown to be a high
correlation between attendance and student

success, so NAU chose this system to boost
attendance. Students argue that attendance
tracking systems and the incorporation of
those records into final grades would stop
them from prioritizing busy schedules.

NAU is not alone in its attempt to boost
student attendance through technology.
The CreditU system deployed at Stanford
University offers rewards. The CreditU app
which is currently available for iPhones
and under development for Android, was
developed by two recent Stanford gradu-
ates, Andrew Bellay and Weston McBride.
CreditU allows students to register their
courses on their phone and gives them

electronic tokens for classroom attendance.

Students can redeem tokens for free coffee,
discounted food, skipping the lunch line,
and even discounts on student loans and
car insurance. But use of this app has a cost:
to receive tokens, students must check into
class using the geolocation services on their
phones.

Privacy concerns on campus are not
limited to tracking student whereabouts.
Many institutions, such as the University
of Georgia, use hand-scanning technology
to limit access to campus facilities. Arizona
State’s Biodesign Institute uses iris scanners
to access lab equipment. Although reli-
ance on unique biometric signatures can
increase both security and efficiency, the
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As colleges and univer-
sities collect more and
more sensitive informa-
tion, they must take
steps to prevent
access and misuse both
by those inside the
campus community and
by third parties. Sim-
ply stated, 21st century
colleges and universities
should assume that they
are constantly under

hacker attack.

systems require storage of unique personal
biometric information and therefore create
an opportunity for data to be misused or
stolen.

Although students and staff may trust
their institution to keep their personal in-
formation private, sensitive data are under
siege in all corners of our modern society,
and protection of such data may ultimately
be out of the institution’s control. For
example, news agencies like News of the
World in the United Kingdom have demon-
strated that they have the means and ability
to use private information nefariously. In
addition, leading companies like AT&T and

Sony have been targeted by hackers who ac-
cessed large amounts of personal customer
data. Colleges and universities have not
been immune to data breaches and spills.

Data Breaches

“Hacktivism” groups like Anonymous and
LulzSec have demonstrated that govern-
ment and private institutions alike are
vulnerable to data breaches. Hacktivism

is generally concerned with privacy, and
Anonymous’s symbolic use of the bodiless
suit and Guy Fawkes mask is a prominent
example. LulzSec approaches privacy differ-
ently by focusing on security breaches and
data dumps for entertainment.

McAfee suspects that China has at-
tempted to access U.S. defense and energy
specifications, and the company recently re-
leased a report revealing that 49 American
organizations had been remotely accessed
by computers suspected to be in China.
These hackers accessed the Department of
Energy and multiple defense contractors,
apparently seeking information on U.S.
military specifications, satellite communi-
cations, and natural gas operations. Many
colleges and universities also house vital
national energy and defense programs
inside their campus communities, making
them vulnerable to these attacks as well.

As colleges and universities collect more
and more sensitive information, they must
take steps to prevent access and misuse
both by those inside the campus commu-
nity and by third parties. Simply stated,
colleges and universities should assume
that they are constantly under hacker attack
in the 21st century. Stanford University
Hospital learned from a former patient in
August that a breach allowed the medical
records of 20,000 emergency room patients
to be posted for nearly a year on a commer-
cial website. Individuals’ names, diagnosis
codes, account numbers, admission and
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discharge dates, and billing charges were
made public. The university is investigating
how the data migrated from its billing con-
tractor to the Student of Fortune website.

In March 2011, the University of South
Carolina experienced a breach that exposed
the names, addresses, health records, finan-
cial data, and Social Security numbers of
31,000 students, faculty, staff, and retirees.
The University of Connecticut suffered a

similar breach in January.

Malicious third parties are not always
the cause of data beaches. Some institutions
have had difficulty protecting sensitive, per-
sonally identifiable data from unintentional
breach. In 2008, a Stanford employee lost
a laptop that contained 62,000 current and
former Stanford employees’ personal infor-
mation, including Social Security numbers.
Last fall, Missouri State University acciden-
tally uploaded the personal information of
students, including Social Security num-
bers, to an unsecured database that was
accessible through public search engines
like Google.

The Courts

A recent court ruling raises concerns

about the privacy of admissions informa-
tion provided to institutions by applicants
and parents. The Chicago Tribune sued

UI to obtain information on students and
their parents in order to write an article
about political influence in admissions.

In March, a federal judge ruled that the
Family Educational Rights and Privacy Act
(FERPA) did not prohibit UI from turning
over the names and educational records of
applicants to the paper, though the release
would render Ul ineligible for federal fund-
ing. The judge’s decision was a narrow one,
addressing only the question of whether
FERPA prohibited UI from releasing the
information. In the ruling, the judge held,
“Illinois [UI] could choose to reject federal



education money, and the conditions of
FERPA along with it, so it cannot be said
that FERPA prevents Illinois from do-
ing anything” Other courts have reached
similar conclusions, though some courts
have concluded that FERPA is indeed a
prohibition.

Although there is a great risk of data
breach through illegal or accidental actions,
some personal data that institutions collect
from students and employees may be dis-
closed through legal channels, like subpoe-
nas. Many law enforcement officials favor
requiring data to be stored for extended
periods of time in order to provide future
assistance in investigations and potential
criminal and civil legal actions. Con-
versely, privacy organizations urge limited
timeframes for data retention in order to
minimize intrusion and potential exposure.
Colleges and universities must balance their
legal obligations to government agencies,

law enforcement, and other stakehold-

ers with the needs and expectations of
their students, employees, and alumni to
determine how long private data should be
retained

Legislation and the Administration

Congress and federal agencies have become
increasingly concerned with data privacy
and security. The past several Congresses
have introduced data breach and notifica-
tion bills, generally in response to a major
hacking or data spill incident, but have
failed to secure final passage. Once again,
in the current Congress, bills are pending
in the House and Senate. Yet sending a bill
to the president for his signature into law
always seems to be one headline-grabbing
breach away from passage.

In the meantime, states like Califor-
nia have passed data security and breach
notification laws on entities that acquire

and store sensitive personal information
about California residents. Institutions that
enroll California residents in online courses
will collect sensitive personal information
about students during the admissions pro-
cess. Not only must California institutions
secure these data and provide notice in the
event of a breach, but so too must out-of-
state institutions that have online students
who live in California. Indeed, all online
education providers need to be aware of
the data security and breach notification
obligations in each state where their online
students reside. A national data breach and
notification law would greatly ease this
multistate compliance burden.

The current Congress and administra-
tion have also turned their focus to privacy
concerns stemming from the explosion in
the use of mobile devices with geolocation

functionality. Pending bipartisan bills, such
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as the Geolocation Privacy and Surveil-
lance Act, H.R. 2168 and S. 1212 would
protect geolocation information. Yet other
proposed legislation seeks to regulate the
privacy of consumer online browsing and
shopping activities.

The House Subcommittee on Com-
merce, Manufacturing, and Trade recently
approved the SAFE Data Act, H.R. 2577,
which would protect consumers from
cyberattacks and data breaches. The bill
requires companies to notify individu-
als within 48 hours of a data breach and
would establish national standards for
data protection. This legislation has been
criticized by Congressman Henry Waxman
(D-CA), among others, who suggest that it
defines “personal information” so strictly
that it would not protect information
such as photographs and over-the-coun-
ter medication purchases. Supporters of
the bill argue that it was only intended to
protect information like financial data and
that general privacy concerns should be
addressed through separate legislation.

In the Senate, John McCain (R-AZ)
and John Kerry (D-MA) have authored
the Commercial Privacy Bill of Rights Act,
S.799. This bill would limit the amount
of data that companies could collect from
consumers without their express consent,
as well as limiting the types of personal in-
formation that can be sold. Another effort
in the Senate to bolster consumer privacy
is Senator Jay Rockefeller’s (D-WV) “Do
Not Track” legislation, S. 913, which would
allow consumers to opt out of having per-
sonal data stored that could later be used
for advertising or resale purposes.

Both houses of Congress are seeking
to protect consumers’ online and mobile
telecommunications activities. However, no

consensus has been reached that delineates
what qualifies as personal information to
be protected, what protections consum-
ers should have, and whether legislation is
necessary.

Against this backdrop, some in Con-
gress, such as Congresswoman Marsha
Blackburn (R-TN), argue that self-regula-
tion would be more effective at protecting
consumer privacy than would new laws.
The corporate sector sees many advantages
in the Blackburn approach. On August
30, the Internet Advertising Board (IAB)
formally implemented a code of conduct in
an effort to demonstrate to Congress that
legislation is unnecessary. The code em-
phasizes consumer empowerment through
education and transparency, requiring its
members, such as Google, MTV, and The
New York Times, to enable consumers to
control the collection of their data and to
ensure that the data those members collect
are secure and anonymous. The Software
and Information Industry Association an-
nounced on September 1 that it had joined
the Future of Privacy Forum’s Application
Privacy Working Group (APWG). The
APWG is developing voluntary privacy
principles and best practices for mobile
software apps that will better enable
mobile application developers to create
and disclose policies to protect personal
information. Like the IAB code, the APWG
guidelines are intended to demonstrate to
Congress that federal legislation is unneces-
sary. It is too early to evaluate the impact of
these efforts on Capitol Hill.

While Congress continues to mull
consumer privacy legislation, the Depart-
ment of Commerce is planning to create a
privacy code of conduct. The department
intends to hold working groups with priva-
cy advocates and businesses to create a code
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that is both flexible and enforceable, while
also allowing consumers to feel safe on the
Internet. Cameron Kerry, the department’s
general counsel, stated in July that a privacy
code of conduct would be enforceable

by the Federal Trade Commission, which
could choose to file an unfair business
practice complaint against organizations
that chose not to comply with the code.

Conclusion

As students, faculty, and employees
continue to enhance their lives through
new technologies, college and university
administrators must keep in mind the cost
to the privacy of every person on their
campus. Geolocation services on mobile
phones provide easy contact with the
police, but they also can track and store
movements. Hacktivism groups steal and
dump personal data—some for personal
gain or entertainment, and others to raise

awareness of privacy concerns.

Institutions should closely monitor pri-
vacy legislation and administrative activity,
as well as codes of conduct from nongov-
ernmental organizations, and get involved
in the debate. Our governments, affiliated
businesses, and campus communities must
work together so that we all have a clear
understanding of what personal informa-
tion is being recorded, when, for what
purposes, and for how long. Participation
and engagement by colleges and universi-
ties could result in final legislation, rules,
and codes that best reflect the needs and
responsibilities of institutions and the indi-
viduals they serve.
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